An efficient secure single-sensor camera for captured image copyright protection and ownership authentication is introduced. Visible watermarks are embedded during the colour filter array (CFA) data acquisition process. Subsequent demosaicking of the watermarked CFA grey-scale images generates secure full-colour images readily available for storage or distribution.
Introduction: Digital cameras are the most popular image acquisition device. Images taken with a digital camera are usually downloaded on a personal computer (PC) where they are watermarked [1] for copyright protection and ownership authentication prior to storage and re-distribution. However, this way provides a space that attackers can utilise to violate intellectual property and ownership rights [1, 2] .
To overcome the problem, secure digital cameras attempt to eliminate the security gap between image acquisition and processing at the companion device by implementing real-time watermarking solutions in the camera hardware. Existing solutions can watermark the colour image in a component-wise manner [1] or by altering the discrete cosine transform (DCT) coefficients of the host image [2] . However, most digital cameras capture colour information of the true visual scene using a colour filter array (CFA) placed on top of a single image sensor and produce the full-colour image by demosaicking the grey-scale CFA sensor data [3, 4] . Since demosaicking introduces processing errors and triples the amount of input data, watermarking the demosaicked image can be counter-productive in terms of both the resultant image quality and the computational complexity.
New approach: By embedding visible watermarks into the CFA data, the proposed solution integrates the visual data acquisition and watermarking steps in the CFA-based single-sensor camera. Subsequent demosaicking is used to transfer the watermark from the grey-scale CFA domain to the restored, full-colour, red-green-blue (RGB) domain. The process generates the secure demosaicked image without the need for additional software manipulation in the RGB domain while significantly reducing power consumption and maximising computational efficiency.
Let z: Z 2 ! Z be a K 1 Â K 2 grey-scale mosaic-like image with scalar values z (r,s) at pixel locations (r, s), for r ¼ 1, 2, . . . , K 1 and s ¼ 1, 2, . . . , K 2 . Watermarking the CFA image z, the proposed method preserves the underlying mosaic structure by embedding the watermark, considered here as a K 1 Â K 2 binary image w: Z 2 ! {0, 1}, on a pixelto-pixel basis in the spatial-domain of z as follows: In its simplest form, the watermark's contribution D (r,s) is defined as D (r,s) ¼ aw (r,s) . Owing to the nature of the watermark, the embedding process can be expressed as z 0 (r,s) ¼ z (r,s) for w (r,s) ¼ 0, and z 0 (r,s) ¼ z (r,s) þ a for w (r,s) ¼ 1. In the former case, the embedded watermark is perceived as transparent, i.e. D ( Á , Á ) ¼ 0. In the latter case, the watermark's contribution D ( Á , Á ) ¼ a is given by linearly shifting the value of z ( Á , Á ) using a.
Upon completion, the data embedding process produces the watermarked CFA image z 0 with pixels z 0 (r,s) and the original spatial resolution of After the watermarked CFA image z 0 is generated, subsequent demosaicking attempts to restore both structural and spectral content from the corresponding CFA entries. The procedure transfers the watermark from the CFA domain to the demosaicked full-colour domain, restoring the watermarked content in each of the colour RGB channels. Thus, demosaicking of z 0 produces a K 1 Â K 2 watermarked full-colour image x 0 with a visible watermark. Since the embedding process modifies both the spatial and spectral characteristics of z at locations with w ( Á , Á ) ¼ 1, demosaicking of the watermarked CFA image z 0 results in the visual contrast between the watermarked areas corresponding to w ( Á , Á ) ¼ 0 and w ( Á , Á ) ¼ 1. This makes the watermark in x 0 recognisable to the human visual system (HVS).
Results: A number of colour images and watermarks have been used to test the method. Examples are shown in Fig. 1 . All images have been normalised to the 512 Â 512 spatial resolution, with colour entries normalised to the standard 8-bit per channel RGB representation. The plain CFA images (Fig. 2a) were obtained by sampling the original colour images with the popular Bayer CFA [3] . The simple bilinear demosaicking scheme [5] was applied to the watermarked CFA images (Fig. 2b) to demonstrate the concept and produce secure full-colour images (Fig. 2c) . Extensive experimentation showed that the proposed framework produces visually pleasing secure full-colour images by ranging the parameter a from 10 to 20. For a < 10 the embedded watermark is usually imperceivable, whereas for a > 20 the watermarking process tends to shift the original colour information beyond the expected range. The figures in this Letter can be seen in colour at http:==www. ietdl.org=EL 
Cropped parts of achieved results shown in Fig. 3 are used for visual (subjective) evaluation. It can be seen that for a ! 10 the images contain new edges attributed to the embedded watermark and that the proposed framework does not affect the performance of the demosaicking process and does not amplify visual impairments introduced during demosaicking.
Conclusions: A cost-effective single-sensor digital camera, which enhances secure features of captured images by embedding visible watermarks at the CFA data acquisition level, has been introduced. Secure full-colour output images with high perceptual quality are obtained by demosaicking the watermarked CFA images. The approach is suitable for applications, such as both public and private consumer photographic collections, where visual indication of ownership is required or recommended. 
